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A B S T R A K 

Blockchain yang mencakup fitur kontrak pintar dan tokenisasi merupakan 

teknologi terbaru di dunia khususnya Indonesia. Smart contract dan tokenisasi 

sangat memudahkan pengguna dan dapat menjaga keamanan data yang valid, 

namun masih banyak perguruan tinggi yang belum menerapkan sistem tersebut 

sehingga harus melibatkan banyak pihak dan biaya. Permasalahan yang 

diambil pada penelitian ini yaitu proses pembayaran transaksi seperti kredit 

dan pengolahan data yang rentan dengan kebocoran data secara ilegal. 

Penelitian ini bertujuan untuk mengembangkan sistem kontrak pintar dan 

tokenisasi blockchain di perguruan tinggi pada proses transaksi pembayaran. 

Metode yang digunakan dalam penelitian ini adalah analisis literatur review 

dan metode testing. Implementasi kontrak cerdas dan tokenisasi dapat 

menggantikan pihak ketiga sebagai penjaga keamanan data transaksi dengan 

semua pengguna Blockchain memperhatikan dan memastikan integritas 

keseluruhan proses dan aktivitas tersebut. Hal ini tentunya dapat menghindari 

permasalahan yang muncul dari adanya pihak ketiga dalam proses transaksi. 

Sehingga dapat disimpulkan bahwa implementasi smart contract dan 

tokenisasi Blockchain dalam transaksi pembayaran menjadi solusi yang tepat 

untuk diterapkan dalam proses transaksi pembayaran pada perguruan tinggi. 

 

A B S T R A C T 

Blockchain which includes smart contract and tokenization features is the latest technology in the world, especially 

Indonesia. Smart contracts and tokenization make it very easy for users and can maintain valid data security, but there are 

still many universities that have not implemented the system so they have to involve many parties and costs. The problem 

taken in this study is the payment process for transactions such as credit and data processing that is vulnerable to illegal data 

leakage. This study aims to develop a smart contract system and blockchain tokenization in universities in the payment 

transaction process. The method used in this research is literature review analysis and testing method. The implementation of 

smart contracts and tokenization can replace third parties as security guards of transaction data with all Blockchain users 

paying attention and ensuring the integrity of the entire process and activity. This of course can avoid problems that arise 

from the presence of third parties in the transaction process. So it can be concluded that the implementation of smart 

contracts and Blockchain tokenization in payment transactions is the right solution to be applied in the payment transaction 

process at universities. 

This is an open access article under the CC BY-SA license.  
Copyright © 2021 by Author. Published by Universitas Pendidikan Ganesha. 

 
 

1. INTRODUCTION 

 Education is one of the essential factors to advance a nation. Through good education, new things are 

obtained to be used to create quality human resources (Buchner et al., 2010; Muhamad Nova, 2017). If a nation 

has quality human resources, of course, it can build its nation to be more (Fahmy et al., 2015; Yunita & 

Maisarah, 2020). Therefore, every nation should have a good and quality education. Education must be 

prioritized because students have various potentials in themselves (Saputro, 2020). Learning will be more 

meaningful if students experience what they learn, not know it. Education is very much needed in the survival 

and welfare of a person's life, even in the welfare of a nation (Ale et al., 2017; Buchanan et al., 2019; Gishti, 

2018). It causes education to be adapted to science and technology. The development of information and 

communication technology is increasingly affecting human life. Along with its development, Indonesian people 

are starting to recognize the internet (Loh & Kanai, 2016; Muflih et al., 2021; Okoduwa et al., 2018). People can 

access information easily and quickly (Ho & Ismawan Prasetia Devi, 2020; Wijaya et al., 2021). Changes in 
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technology, in general, have influenced the development of education. In addition to impacting the world of 

education, technology also affects the world of work, especially in preparing workers who are learning to master 

new work skills (Fitri & Putro, 2021; Lapitan et al., 2021). The role of technology in education is proliferating. 

The need for technology is indispensable in the current era of globalization. One of the progress of an 

educational institution can be seen from how the school utilizes Information and Communication Technology 

(ICT) according to the needs and benefits optimally (Al-Fraihat et al., 2020; Rusli et al., 2020). Blockchain, 

which includes smart contract and tokenization features, is the latest technology in Indonesia and the world 

(Huang et al., 2019; Sayeed et al., 2020). A smart contract is a contract that is carried out partially or without 

human interaction that is automated in escrow so that it can make it easier for users. In short, a smart contract is 

a set of programs that are self-verifying, self-executing, and tamper-resistant (Rahardja, Lutfiani, Lestari, et al., 

2019; Rahardja et al., 2021). While blockchain tokenization is the process of various forms of assets that have 

been converted into tokens that can be stored, transferred and recorded on the blockchain. Blockchain 

technology is mature enough to support the implementation of a complete and functional platform for asset 

tokenization. This introduces new opportunities for cost savings in financial services, especially in the post-trade 

cycle (Bünz et al., 2020; Mohanta et al., 2018).  

Although smart contracts and tokenization make it very easy for users and can maintain valid data 

security, there are still many universities that have not implemented the system, so they have to involve many 

parties and costs (Wang et al., 2018; Zou et al., 2019). The process of implementing education globally has not 

changed with the times. Various problems currently faced by education service providers, in this case, call it the 

problem of authentication and verification of certificates (Febriyanto et al., 2019; Rahardja & Lutfiani, 2020). 

which are both micro and macro outputs of a learning process (Giancaspro, 2017; Zhang et al., 2018). The 

combination of knowledge between the field of education and blockchain technology will create a new 

revolution in the education industry which is felt to be stagnant and incompatible with current developments  (X. 

Chen, 2018; Rahardja, Lutfiani, & Amelia, 2019). With blockchain technology, transactions can be carried out in 

a decentralized manner. As a result, blockchain can greatly save costs and increase efficiency (Karamitsos et al., 

2018; Macrinici et al., 2018). The important thing that motivates us to conduct this research is the problems that 

are taken in the research, namely the payment processing transactions such as credit and data processing that are 

vulnerable to illegal data leakage (Lutfiani et al., 2020; Raharja et al., 2019). The urgency of this study is to 

analyze online payment transactions at universities as an innovation of manual transaction systems in preventing 

illegal data leakage (Nurhaeni et al., 2021; Yusup et al., 2019). This study aims to develop a smart contract 

system and blockchain tokenization in universities in processing payment transactions and guaranteeing data 

security legally without involving third parties (Agustin et al., 2020; Rahardja, Hidayanto, Hariguna, et al., 

2019). Therefore, the application of Blockchain technology is to provide security for online payment transactions 

in the digital 4.0 era so that it is not misused by irresponsible parties (Dolgui et al., 2020; Khatoon, 2020) .   

 

2. METHOD 

 A literature review contains theories, findings and research materials to be used as the main basis for 

new research. Literature reviews are at the top of the evidence hierarchy. This shows that literature review is a 

technique to prove or approach a particular problem or it can be said that literature review is a scientific process 

that produces output in the form of reports intended to conduct scientific research or focus a research. The 

description in the literature review is directed at developing a clear and accurate framework for solving the 

problems that have been formulated in the problem (Parizi & Dehghantanha, 2018; Yuan et al., 2018). 

 

 

Figure 1. Blockchain Working System 
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From Figure 1 above there are 4 (four) stages of blockchain in the world of education, namely: In this 

blockchain, all digital transactions are recorded by users according to their structure, where individual records 

are called blocks and then linked to a list called chain. This column explains that in the world of education 

blockchain has the advantage of helping students or their users to avoid the risk of theft or loss of digital data. 
Part of the smart contract or smart contract has an account balance, personal storage and executable code. The 

status is stored on the blockchain and will then be updated every time the contract is executed. This tokenization 

will be processed in various forms of conversion into tokens so that they are easily transferred, stored, and then 

recorded on the blockchain, so that the converted tokens can be transferred and manipulated. This study 

discusses blockchain technology which has gained great momentum in recent years. Blockchain is a distributed 

ledger that allows parties who do not fully trust each other to maintain a global set of states. The method used is 

a state of the art survey, with a focus on private blockchains (which parties are authenticated) (Casado-Vara et 

al., 2018; Chang et al., 2019). Based on the conclusions obtained, the smart contract work/workflow system and 

blockchain-based tokenization have very significant benefits for the world of education, especially in 

universities. Because it is easy to understand and has a high level of data security, it plays an important role in 

building the quality of higher education in Indonesia to be more advanced (Perez & Livshits, 2019; Zhou et al., 

2018). 
 
Table1. Testing Security Smart Contract And Tokenization 

No. Security Related Work Keywords 
Open Source 

Tool 

1. Design Principle 

General Philosophy 
Prepare for failure, Rollout Carefully, Keep 

Contract Simple 
No 

Security Guideline Check-effects-interaction, Emergency stop, 

Mutex 

No 

2. 
Design Pattern Security Pattern Authorization, Time Constraint, Oracle No 

Empirical Analysis Finite state machine No 

3. 
Security Modeling FSolidM Procedure languages Yes 

Logic-Based Approach Code Generator No 

 

Blockchain features, including decentralization, immutability, transparency and auditability, make 

transactions more secure and tamper proof. Apart from cryptocurrencies, blockchain technology can be used in 

financial and social services, risk management, healthcare facilities, and so on. The method used is a 

comparative study of blockchain trade offs (Y.-H. Chen et al., 2018; Saraswati et al., 2021). The emergence of 

blockchain technology has created a number of potential innovations in dealing with business activities in 

various industries. However, few studies address the potential impact of blockchain technology from a business 

process reengineering perspective. This study focuses on the feasibility and early adoption of supply chain 

processes. The steps used are the comparative analysis framework (Li et al., 2019; Thomas et al., 2019). 

Blockchain-based sharing services can contribute to smart cities based on a conceptual framework. We hope to 

stimulate interest in theory and practice to encourage discussion in this area. The method used is relying on 

previous literature, this paper proposes a conceptual framework with three dimensions: (1) people, (2) 

technology, and (3) organization, and explores a set of fundamental factors that make smart cities from a shared 

economic perspective (Pee et al., 2019; Praitheeshan et al., 2019). It is safe that from 30 people there are 26 

people who are the benchmark for the minimum data sample used in security system research in smart contract 

implementation and blockchain tokenization in payment transactions (Liu et al., 2019; Wu et al., 2018). 
In this paper, the author conducts a survey of Blockchain applications using Blockchain technology and 

the challenges it faces. The technology that has had the most impact on our lifestyle in the last decade is 

Blockchain. The word that often comes up when talking about Blockchain is Bitcoin. Many people still confuse 

Blockchain with Bitcoin; However, the two are not the same. Bitcoin is just one of many applications that use 

Blockchain technology (He et al., 2020; Ryan, 2017). This study examines smart contracts that are not 

sintermedied and generally transparent, offering the promise of increased commercial efficiency, lower 

transaction and legal fees, and anonymous transactions. The business world is actively investigating the use of 

blockchain technology for various commercial purposes. While questions surround the security and reliability of 

this technology, and its negative impact on traditional intermediaries, there are equally important concerns that 

smart contracts will face. considerable difficulty to adapt. the current legal framework governing cross-

jurisdictional contracts. This article discusses potential issues with law enforcement and practices that arise from 

the use of smart contracts in civil law and common law jurisdictions. The steps used are case studies. 
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3. RESULT AND DISCUSSION 

Result 

This research shows that blockchain-based smart contract and tokenization work systems are very much 

needed by Indonesian universities, especially in conducting payment transactions. Due to the high level of data 

security, this system is very suitable for use by students when they want to store data, even transactions. 

Blockchain discourse is currently an interesting topic to discuss (Agustin et al., 2020; Gunawan et al., 2021). As 

a new system, of course not everyone understands this blockchain system, moreover the system is still 

developing, especially in relation to its utilization (Kim et al., 2018; Sato & Himura, 2018). Figure 2 above is a 

workflow or work system for blockchain-based tokenization. Broadly speaking, the tokenization process 

eliminates the connection between transactions and sensitive data thereby minimizing data theft (Eka et al., 

2021; Sayeed et al., 2020). There are 16 (sixteen) digit numbers in the original data or main credit number which 

can only be known by the owner then the system will process the original data number with the token value in 

the token space to be safe, then after the original number is synchronized then the number that has been 

tokenized for used as a transaction. For example, tokenization in banking protects cardholder data (Rahardja, 

Lutfiani, & Juniar, 2019). When we process payments using tokens stored in our system, only the original 

(authentic) credit card tokenization system can exchange the tokens for the appropriate Primary Account 

Number (PAN) and send it to the payment processor for authorization. The description of the tokenization 

working system above can be concluded that tokenization has benefits, namely a very high level of security and 

data protection, so users don't have to worry about making transactions (Hahn et al., 2017; Younus & Raju, 

2021). 

 

 

Figure 2. Blockchain Tokenization Work System 

 

Figure 3. Payment Transaction Process 

 

Blockchain has a way of starting when a block stores new data whereas the blockchain itself has two 

types of transaction records and blocks. Uniquely, each block contains a cryptographic hash to form a network. 

Network users, spread all over the world and are not tied to each other, either in a personal or professional bond, 

and instantly receive the latest transaction data. They run the data through a cryptographic algorithm, which 

generates a "hash", a string of numbers and letters that serves to verify the validity of the information, but does 

not reveal information from the data itself. The function of a cryptographic hash is to take data from the original 

block and convert it into a compact string. This string becomes a detection alarm if potential sabotage is found. 

Blockchain technology is also decentralized, so no single authority has complete control, so it is fragmented on 

every computer that has been installed with special software (McCorry et al., 2017; Zhuang et al., 2020). 
Blockchain is also referred to as a centralized, public or general distributed ledger which is used to 

record transactions across multiple computers so that records cannot be changed retroactively without changing 

the entire block afterwards as well as the consensus in the network. In its application, blockchain can be used as 

a general potential, namely as a long-term operating business model, land registration, the big four means 

accepting bitcoin as a medium of payment for all consulting services, smart contracts or blockchain-based smart 

contracts. Contracts that can be executed partially or without interaction. people, non-profit organizations, 

centralized networks, governments and national currencies, banks, financial companies, and many other uses. 

Some of the applications of blockchain technology include digital currency, smart contracts and supply chain 

management. The types of blockchains themselves are divided into three parts, namely public blockchains where 

this type of blockchain has absolutely no access restrictions, meaning that anyone with internet access can send 

transactions and become validators, both private blockchains or commonly known as private blockchains are 

blockchains that must have permission by the owner of the network administrator access to participants and 

validators is restricted, and the last one is consortium or semi-decentralized blockchain is a type of blockchain 

which must also have permission but not one organization but from several companies that control it. Since 
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blockchain is one of the core technologies in the FinTech (Financial Technology) industry, users are very 

concerned about its security. Several security vulnerabilities and attacks were recently reported. Loi et al. found 

that 8,833 of the 19,366 Ethereum contracts were vulnerable. 
 

Discussion 

In the world of education, the way blockchain works is permanent, transparent, and easy to track which 

allows students to view all proof of transactions accurately. Each update is a new "block" added at the end of the 

"chain". The discovery of new technologies and the expansion of connections play an important role in aspects 

of daily life. With the development of today's technology, a new education system has been developed but it has 

problems related to the learning process, payment, student trust. The protocol governs how new posts or entries 

are initiated, validated, recorded, and distributed so that their owners don't have to bother with transactions. With 

the advent of blockchain, cryptology can replace third parties as trust custodians with all blockchain users paying 

attention and ensuring the integrity of all processes and activities (Asgaonkar & Krishnamachari, 2019; Yu et al., 

2017). Blockchain itself has the potential to transform education as it helps improve old data management 

models and is extremely beneficial for students and institutions providing education. 
 

 

Figure 5. Blockchain Work System in the World of Education 

 

The working system of smart contracts Blockchain-based and tokenization is very much needed by the 

Indonesian education sector, especially in higher education, because it can be a definite answer to existing 

problems, namely the payment process for transactions such as credit and data processing. The protocol governs 

how edits or new entries are initiated, validated, recorded, and distributed so that the owner does not have to go 

through the hassle of making transactions. With the use of Blockchain, cryptology can replace third parties as 

trustees with all Blockchain users paying attention and ensuring the integrity of the entire process and activity. 

This of course can avoid problems that arise from the presence of a 3 (three) party in the transaction process. 

Due to its nature that has a high level of data security, this system is very suitable if used by students when they 

want to store data and even transactions. Blockchain discourse is currently an interesting topic to discuss. As a 

new system, of course, not everyone understands this Blockchain system, moreover the system is still growing, 

especially related to its use (Lu et al., 2021; Sato & Himura, 2018). 

 

4. CONCLUSION 

So it can be concluded that innovation smart contract and tokenization is the right solution to be applied 

for payment transactions. Because with the existence of smart contracts and blockchain-based tokenization, 

there is no need to worry about data leakage, data theft and digital data manipulation because the very high level 

of data security makes the risk of data leakage, data theft and data manipulation very minimal. To improve the 

quality or quality of Indonesian education, especially universities, to be better than before and to avoid leakage 

of online transaction data, data theft and digital data manipulation, it is better if institutions engaged in education 

are required to use this smart contract Blockchain-based and tokenization system. So that it makes students or 

users not worry when storing data digitally. This research has limitations, namely it only focuses on smart 

contracts and tokenization, for further research it is better to expand the topic of various kinds of Blockchain 

applications other than smart contracts and tokenization in the world of education 
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